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CVE-2024-6044 (Arbitrary file read)

path traversal / improper input validation
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CVE-2024-45694 / CVE-2024-45695 (RCE)

stack-based buffer overflow
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misconfigured ip6tables rule
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zerojudge.tw sandbox escape

Minidlna

Blind SSRF

pull request #516

Toybox
path traversal (Arbitrary file creation)
AR B EHEERER, S wget ZiXsmKE, REBZHWNREX
Z=EERE, TURIAERESR
HAFBREARLLMMEE, FTUE—/XREFRA pull request WFZNE#Z
iefft patch, Ft5|A7T Z1{E RFC KRB SRR HERITIT R0

If a Content-Disposition header is received and --output-document (or simply -0) is not specified, the creation of an
arbitrary file can be triggered (not an overwrite of any existing files).
I think it's more like an undesirable behavior, rather than a vulnerability, since:

1. it requires user interaction and a request to an attacker-controlled server.

2. it does not overwrite any file, and without much information about the victim, it's very unlikely to pose a serious threat
to integrity of victim's machine.

3. executable bit of the output file is not set, there's no direct way for the user to execute the downloaded file.

4. 1 did see an attempt to validate the Content-Disposition variable (which seems not functioning). 5o instead of returning
an error when a / is encountered, the patch ignores characters before last 7/ (if any).

reference

rfc 2183 section 5
rfc 2616 section 15.5
rfc 2616 section 19.5.1

pull request UNBENAEZTAIGENEE, LRKHAZENAERTER
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#£ 400+ bytes BIFRMI T AATA A EE B MBR

BIOSEEBH (POST) &, fE&1E sector #0 & AZFI 0x7c00 WEIIIT
H#E, M MBRFLELIA sector 0 BIFAIKTETL (stage O loader), LEEEFZR
BEFARE 500 L ™MENLTAE, AIESTREL stage 1 loader B9EFS (stage 1
loader 2B A kernel #117)

AR AEEEE A FAT 12/16 156451, FULBBRERT LR FAT32 89
MBR., #ltt, FEE T HERE FATI2 SRS, WE¥4HT A% BIOS Bkl
ERVEEIERENR. E—XNEBRAERENAREEGES, BRIl T &M
X REREES], BER—RIEEH#HSHER!

and is no longer usually used for any§ss
cld is the FATI2/FATI6 16-bit coun
"AT. On FAT32 volumes this field mi
“ATS232 contains the PAT size coun

le heads und cylinders) and are vi
cld contains the “sectors per trc|
21 of heads for interrupt Ox13. Th
sed carlier for BPB_SecPerTrk. This
‘count of heads™. For example, ona |
his value is 2.

Count of hidden sectors preceding the partit
FAT volume. This field is generally only relj$
on interrupt Ox 13. This field should always
ure nol partitioned. Exactly what valuce is ap

system specific.
BPB_TotSec32 32 4 This ficld is the new 32-bit total count of se
This count cludes the count of all sectors i
volume. This field can be 0; if it is 0. the
non-zero. For FAT32 volumes, this ficld mu
FATIZ/FATI6 volumes, 1his field contains
BPB_TatSeclé6 is () (count is greater than ol

© 2000 Micrwnf Corpoeation. All cighty sewrved 10

1 =4 h B @8

FEH M metadata MACERFRNFERL, FNEEEIFRVIERE FAT32 IERAMR


https://github.com/LinRaymond2006/FAT32_bootstrap_code
https://github.com/LinRaymond2006/FAT32_bootstrap_code

LOADER ASM - FAT32_bootstr: X

BIOS-bachs-latest

A WHEE (1) - linre

[ORG @X7E80]

BEEE s MAIN.ASM MAIN.INC M m
~ FAT32_BOOTSTRAP_CODE [CODESPACES] s LOADERASM
> mount_dir [BITS 168]

[BITS 16]
[ORG @X7ESS]

@ B Y& v DI

OV EAX, @XDEADBE
5 P $

J
E-R- EEESa— T Clmake [ @ x
FUNCTIONS_DOC.TXT (9) [0x050080007:86] OB eB6 (unk. ctxt): jmp .-2 (BxB0007eB6) ; ebfe
lab1112.tar.gz <bochs:2> reg
cpuB: 7
lab1113-retarxz rax: 00068008_deadbeef
lab1113.tarxz rbx: @eeeeeee_eeeegecn { |:||: 5 " ! } "-|El
LICENSE rox: BBEEREEE_BEBBEEEd u
_ rdx: BPOAAEED_HAEEEEAZ
SCALIEAE SR OLE) rsp: 00EPeEeR_AeBeTbfa
s LOADER.ASM rbp: BBEEEEEE_BEEETEEE ]
o rsi: 0POREEES_PAEEET14 =
- rdi: 00EeeeEe_Beperds
- r3 : BBERREEE_PABEEEEE
@@ M ! ro : 90006600_0PER0R0R - R T ol - ol T 1 gl | ol . p——— -
MAIN.INC rie: 9e00RECe_BPRE0EEE [ T £ ) | ] - | W || ol o
rii: @eoeeeee eeeeEER® 00 A 0 .~ T & T = omom Em === - - = =
{5} > K ri2: 90090099 AEEERBOR
> REE rl3: GEEEEEEE_BEBEEEEE
< Codespaces & main* 011t @0A0 Wo =578 ==4 UTF8 IF #%F E=U Q
T4 02:28
- e 1 A~
M 2 = O [ ﬁ — % F oponing B

1223 kernel!

—RELIhEIN second stage bootloader E#gE {irdlt!

source code

BRMFRER

kernel,

REP=FRISH ZFRVEEREHE, FBIEXBOKERATERR
EE—ERRNERE. RERBNIHRLESERRE, GF:
R R

SRAERRMTFETC

SVGA &R

o FEM printk BYERZ

o HFIEEENMEFHANIA

sCiREEE IR SR

gEIAK, (BOERAFIRREL, 7R —RERFRREIRIRE,

EIRENEEZIAENSE! BaiEReEe&KEm 23 Linux kernel module

BEEEF0 Linux kernel NERsE T,

BIEEERE, N2 RRERARNK

BZeHEE, B kernel NEEEL 2%


https://github.com/LinRaymond2006/system_project
https://github.com/LinRaymond2006/system_project

CE 7IES

Activities J visual Studio Code

Bochs x86-64 emulator, http://bochs.source

EHEE A4 kernel

Bochs x86-64 emulator, http://fbochs.sourceforge.net/

12 l:d, function Start_Kernel rumming
initializing TS5 table

initializing exception hamdlex

done
initializing 8253 controller

i
baze: EnOOBOO0BO0BO0BO0EE, length: B N ¢ 1 (avmilable wemory)
=) base: EnEOBEOBEOBEEENON0, length: s : 2 (reserved memory)
pemory roglon found : base: ExOOBROBNOB00BE80, length: N : memory)
ory region found: baze: ExOOBOOBODOO100060, length: : 1 (available wmemory)
pemory region found : base: EnBOBROBEOS1T G868, length: " i 3 (ACF] memory)
wry reglon found: base: ExOOOOORO00FTEcO080, length: 5 : 2 (reserved memory)
ory region found: base: » lemgth: N ! ErDOB0E00DB00000B0 (=INUALID ENTRY=)
base: » length: ype: EnBOBORSEE0ENERERE (=|NULID ENTRY=)
base: » lemgth: ¢ (D080060000000080 (»INUALID ENTRY=)

D ond stock pointer 6d[{00OBEOBO7H10

RDX: Ex0800000800600806

RB: Ol [TFOO0B0010974b

R1Z: SxDBtO0t000eCEneE:
: Bed £ FBODBO010f 668

Oops! FRZiE:R

hernel started, function Start_Kernel rumming
initializing TS5 table

done

initializing exception handler

lone

imitializing 82590 control ler

o] AIEHERE BN N T, B 1E7E#E\ Hello, World


https://drive.google.com/drive/folders/1iQ4hq11Wg956wmWnJMadZNSequfdzRmG?usp=drive_link
https://drive.google.com/drive/folders/1iQ4hq11Wg956wmWnJMadZNSequfdzRmG?usp=drive_link

H5E: FT—¥?

Eﬁ"" Linux kernel i {2 kernel module
WS WE S SR

o IEfZ Linux kernel 251HYI5 &
o Tf#scalability WEEZE
o EiBEE kernel (kernel hacking) 2%

fsEAS B E FE

eI 2 E
E—EIERE R MR RIE/ 25 B E
® XVvV6

e Operating Systems Design and Implementation
e Operating System Design: The Xinu Approach

2535t kernel 2B

EHEE

) EET‘E kernel B9 EI[ 4
RIS EHENRXEAT
o ﬂl:lﬂﬁxﬁlﬂ’]éfiéﬂ%*%

i€ CISC ¥ RISC
ZF5Z2E kernel 5251, MIEEREFRE

o x86 F—REIEZNMBENBEERNEERE, 2FMERRS
o RISCZUERVIEEE N EMEAEE, BESZE kernel E{ERIENF S
e ffl30: Arm /AArch64 EEFFEEM RISC-V

i35 RTOS
17 GPOS ZSMBIE:

o THRNMAIEEERGENESERBHEEREBEEEKRNSZS
o B3 hard real-time OS Nt EMEEER



CND #HE&PhEL B K258

BHNRBRINLEBREGET, B2LURERETAE TR S ERR
e, EERRATEREFEE—FIZRNER,

HIPHKER, E—RAGEIRAE—ERE, BMEEs I EEBEESRE
Zﬁ?%?%,amm RNZADHERBEREBRERRZNE, MEER
HURIGUEZENE, ERAERZRAMKER (ID-10T FERE).

WEhARME—REMENE, NBERITERR—ER, mhEEER
OREREE, FRARRENREAEIESHHER, EMBCSHEH,
BN E EEEAVERIEEE A ReRENF .

Certification Number
ECC1758269340

CIND certified Network Defender

Certified | Network Defender
This'is to acknowledge that
You Si Lin

has successfully completed all requirements and criteria for

Certified Network Defender

certification through examination administered by EC-Council

Issue Date: 09 July, 2023 Expiry Date: 08 July, 2026

|III- l'] : i'_u

Sanj?ay Bavisi, President
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Test Report Form ACADEMIC

NOTE Admission o undergroduate and post graduate courses showld be based an the ACADEMIC Reading and Writing Maodules.
GENERAL TRAINING Reading and Writing Modwies are nat designed fo test the full range of longuwage skifls required for acodemic purposes,
It is recommended that the condidmte’s language ahility os indicated in this Test Report Form be re-mssessed after two pears from the dote of the test.
To find owt more about IELTS, IELTS band scores and the CEFR levels, please wisit felts. org/scores

Centre Number TWO010 Date 21/5EP/2024 Candidate Number 505112

Candidate Details

Family Name LIN

First Name(s) YOU-SI

Candidate ID 361495909

Jere eram - e {M‘FF] >cheme Code Private Candidate
Country or

Region of Origin

Country of TAIWAN

Nationality

First Language CHINESE

Test Results

overall
Listening | 65 | Reading | 65 | Writing | 55 | Speaking | 45 Band | 6.0 f:::l B2
Score
IELTS RIEERY4EES (224494H) . Band score 6 (CEFR B2)

| Ara Name

# % E& LIN, YOU SI

+ 4 Intermediate

i I J

g
BT

dKINE |I & el i

99 72 80 80

il i@i% i Pass il Pass | fil®4%F Pass
(CEFR B1) (CEFR B1") (CEFR B17%)

ERRGPRY. EalEEEH



https://drive.google.com/file/d/1cYKjOJ0nsJhJ2KX3VrWc2XTX3QDyPwXD/view?usp=drive_link

=h
(=] =

1% E =2 0A

(ETS) TOEIC

AR
| LIN YOU-SI

Name

| Date of Birth
l (yyyy/mm/dd)

24045769 | 2024/09/29

|

2F.,No. 45, Sec. 2, Fuxing 5. Rd., Da’an
Taipei City 106472, Taiwan (R.O.C.)

TOEIC™ B8 U (U 5 @

Your Score @

485

|
Your Score @ |

Registration Test Date 5 2 495
Number (yyyy/mm/dd)
Individual (September 2024)

Client
Copyright © 2024 by ETS. Al rights reserved
% ETS, the ETS legos, and TOEIC are registered trademarks of ETS in the United States and other countries, used under license in Taiwan.

- TOEIC* BAERRT SHROARATARTMEARCNHATNLZARY - Reewns | OCCAMBERERAREL
WEAZ EBEARRE - RAEREMIEERLFH L TREHZEAEN - UEEnE OF:!

BTEMERMEZFIERE -

- TOEICR MR EEF AZMILRBEARY  ERFERARRENZAR  HRZECISELRE
S RREREZMNE T - SRM2ERFMAER - LR REARMHREAZERIRE -
* TOEICRARREM S « W ERMRARBERER -

Your scaled score is between 400 and 495. Test takers who score around 400
typically have the following strengths.

= They can infer the central idea, purpose, and basic context of short spoken
exchanges across a broad range of vocabulary, even when conversational
responses are indirect or not easy to predict.

+ They can infer the central idea, purpose, and basic context of extended spoken
texts across a broad range of vocabulary. They can do this even when the
information is not supported by repetition or paraphrase and when itis
necessary to connect information across the text.

= They can understand details in short spoken exchanges, even when negative
constructions are present, when the language is syntactically complex, or when
difficult vocabulary is used

= They can understand details in extended spoken texts, even when it is
necessary to connect information across the text and when this information is
not supported by repetition. They can understand details when the information
is paraphrased or when negative constructions are present

To see weaknesses typical of test takers who score around 400, see the
*Proficiency Description Table.

Can infer gist, purpose and basic context

Your scaled score is close to 450. Test takers who score around 450 typically

have the following strengths:

= They can infer the central idea and purpose of a written text, and they can

make inferences about details.

= They can read for meaning. They can understand factual information, even

when it is paraphrased.

* They can connect information across an entire text, and they can make
connections between two related texts.

= They can understand a broad range of vocabulary, unusual meanings of
common words, and idiomatic usage. They can also make distinctions between
the meanings of closely related words.

= They can understand rule-based grammatical structures. They can also

understand difficult, complex, and uncommon grammatical constructions.

To see weaknesses typical of test takers who score around 450, see the

*Proficiency Description Table.

& 3 5 e 68 Can make inferences based on 78
besed on Infarmafion that s expicty O oo | i i Qe R
stated in short spoken texts 0% 100% information in written texts 0%, 100%
g::a:‘f:; %?;};‘;?g:fh:?siﬁﬁég;w 95 Can locate and understand specific 88
h N information in written texts T i
stated in extended spoken texts o= 0% [t inaTCan O a0 |
e e
; : . |
Can understand details in short spoken 93 z#n connect inforntion acosd MiMlple 89
toxts o I |1+, || *<7°°es I single writen text and o —
across texts % i
Can understand details in extended 95 L | 91
spoken texts BN  — Can understand vocabulary in written texts | o oo
|
Can understand K |
an understand a speaker’s purpose or 75 e | 95
implied meaning in a phrase or sentence ov N ) oo, || Can understand grammar inwrittentexts | o ™ 1 7

#HOW TO READ YOUR SCORE REPORT:

Percent Correct of Abilities Measured:

Percentage of items you answered correctly on this test form for each one of the Abilities Measured. Your performance on questions testing these abilities cannot be compared to the performance of

test-takers who take other forms or to your own performance on other test forms.

Note: TOEIC scores more than two years old cannot be reported or validated.

Copyright @ 2024 by ETS. All rights reserved.

» ETS, the ETS logos, and TOEIC are registered trademarks of ETS in the United States and other countries, used under license in Taiwan.
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